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Clean version of the Claims 

Clean version of the claims with all of the changes to be made vis-a-vis the U.S. Patent 
5M8J59, as follows: 

1. (Twice Amended) A method for communications of a message cryptographically processed 
with RSA (Rivest, Shamir & Adleman) pubHc key encryption, comprising the steps of: 
developing k distinct random prime numbers PhPi^ - - - Ph where k is an integer greater than 2; 
providing a number e relatively prime to (pi -l)-(p2 -1)-. . .-(pk-l); 

providing a composite number n equaling the product prp2*. . - --pk; 

receiving a ciphertext word signal C which is formed by encoding a plaintext message word 
signal M to a ciphertext word signal C, where M corresponds to a number representative 
IJl of the message and 

I! 0<M<n-\, 

■P 

where C is a number representative of an encoded form of the plaintext message word 
signal M such that 

if ii C= (mod «), and where e is associated with an intended recipient of the ciphertext 

^s.. word signal C; and 

>i i deciphering the received ciphertext word signal C at the intended recipient having available to it 
i^^ the k distinct random prime numbers pi, p2, . . . Pk. 

III 

2. (Twice Amended) The method according to claim 1, wherein the deciphering step includes 

establishing a number, d, as a multiplicative inverse of 

e(mod(lcm((pi -1), (p2 -1), . . . , (/?k -1)))), and 
decoding the ciphertext word signal C to the plaintext message word signal M where 
M=C^ (mod n). 

3. (Twice Amended) A method for communications of a message signal Mi cryptographically 
processed with RSA pubUc key encryption in a system having j terminals, each terminal being 
characterized by an encoding key E\ =(g\, n\) and a decoding key Di =(di, Ui), where i=l, 2, . . . , j, 
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and the message signal Mj corresponds to a number representative of a message-to-be-received 
from the i*^ terminal, the method comprising the steps of: 
estabUshing ni where nj is a composite nimiber of the form 

where k is an integer greater than 2, 

pi,u Pi,2, ... 5 Pi,k are distinct random prime numbers, 

ei is relatively prime to \cm{p\^\ -l,Pi,2 -1,. /7i,k -1), and 

di is selected from the group consisting of the class of numbers equivalent to a 
multiplicative inverse of 
e-, (mod(lcm((pi,i -1), ip.^i -1), , . . , -1)))); 
receiving by a recipient terminal {i = y) from a sender terminal {i = x, x^y) a ciphertext 
signal Cx formed by encoding a digital message word signal Mx, wherein the encoding 

Ijl includes 

■A 

transforming said message word signal Mx to one or more message block word signals 



vCl Mx", each block word signal Mx" corresponding to a number representative of a 



I; portion of said message word signal Mx in the range 0< Mx" <ny-l, and 



transforming each of said message block word signals Mx" to a ciphertext word signal Cx 
that corresponds to a number representative of an encoded form of said message 



block word signal Mx" where 
t! =M,"'^(modw^);and 



p i; deciphering the received ciphertext word signal Cx at the recipient terminal having available to it 
the k distinct random prime numbers py,i, py,2, . . - , py,k for establishing its dy. 



4. (Twice Amended) A system for communications of a message cryptographically processed 

with an RSA public key encryption, comprising: 

a communication channel for transmitting a ciphertext word signal C; 

encoding means coupled to said channel and adapted for transforming a transmit message word 
signal M to the ciphertext word signal C using a composite number, n, where n is a 
product of the form 
n=prp2- -pk 
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k is an integer greater than 2, and 

pi, P2, . . . Pk are distinct random prime numbers, 

where the transmit message word signal M corresponds to a nimiber representative of the 

message and 

0<M<n-l 

where the ciphertext word signal C corresponds to a number representative of an encoded 
form of said message through a relationship of the form 
C= (mod «), and 

where e is a number relatively prime to lcm(pl -1, p2 -1, . . . , pk -1); and 
decoding means coupled to said channel and adapted for receiving the ciphertext word signal C 
from said channel and, having available to it the k distinct random prime numbers pi, p2, 
. . . Pk, for transforming the ciphertext word signal C to a receive message word signal M' 

IJl where M* corresponds to a number representative of a decoded form of the ciphertext 

9^5; word signal C through a relationship of the form 

|j Ar^C^(modn) 

#J where d is selected from the group consisting of a class of numbers equivalent to a 

IJiJ multiplicative inverse of 

e(mod(lcm((pi -1), (p2 -1), . . . , (Pk -1)))). 

1^!; 5. (Twice Amended) A system for communications of a message cryptographically processed 
ISl with an RSA public key encryption, the system having a plurality of terminals coupled by a 
*conm>umca.io„scham>el, comprising: 

a first terminal of the plurality of terminals characterized by an encoding key 

Ea =(eA, nA) and a decoding key Da =(dA, nA), 

where nA is a composite nimiber of the form 

=Pa,i'Pa,2 . . pA^k 
where 

k is an integer greater than 2, 

Pa,u Pa^j ' ' ' •> PA,k are distinct random prime nimibers, 

Ca is relatively prime to 

\cm(pA,i -1, Pa,2 -1, . . . , PA,k -1), and 
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dA is selected from the group consisting of the class of numbers equivalent to a 
multiplicative inverse of 

eA (mod(lcm((pA,i -1), (Pa,2 -1), . . . , (pam -1)))); and 
a second terminal of the plurality of terminals having 

blocking means for transforming a first message, which is to be transmitted on said 

communications channel from said second terminal to said first terminal, into one 

or more transmit message word signals Mb, where each Mb corresponds to a 

number representative of said first message in the range 

0<MB<nA-l, 

encoding means coupled to said channel and adapted for transforming each transmit 
message word signal Mb to a ciphertext word signal Cb that corresponds to a 
number representative of an encoded form of said first messagethrough a 
relationship of the form 



4l said first terminal having 

J- (decoding means coupled to said channel and adapted for receiving each of said ciphertext 

word signals Cb from said channel and, having available to it the k distinct 
random prime numbers paj, pa,2, - - - , PA,k, for transforming each of said 
ciphertext word signals Cb to a receive message word signal Mb, and 
2' means for transforming said receive message word signal Mb to said first message, 

where Mb corresponds to a number representative of a decoded form of Cb 
through a relationship of the form 

M'3^C/Mmodn,). 



m 



6. (Twice Amended) The system according to claim 5 wherein said second terminal is 
characterized by an encoding key Eb =(eB, nB) and a decoding key Db =(^8, hb), where nB is a 
composite number of the form 

where k is an integer greater than 2, 

Pb,u Pb^, . . . PB,k are distinct random prime numbers, 

Cb is relatively prime to 
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lcm(/?a,rl,/?5,2-l, . . 'PB,k-lX and 

de is selected from the group consisting of a class of numbers equivalent to a 

multiplicative inverse of 

en (mod(lcm((p5,i-l), (psa -1), . . . , (pB,k -1)))), 
said first terminal further having 

blocking means for transforming a second message,[-to-be-transmitted] which is to be 
transmitted on said communications channel from said first terminal to said 
second terminal, to one or more transmit message word signals Ma, where each 
Ma corresponds to a number representative of said message in the range 
0<MA<nB'\ 

encoding means coupled to said chaimel and adapted for transforming each transmit 
message word signal Ma to a ciphertext word signal Ca and for transmitting Ca 
^ on said channel, where Ca corresponds to a number representative of an encoded 

-fv- 

form of said second message through a relationship of the form 
^ said second terminal further having 



7. (Amended) A method for conraiunications of a message cryptographically processed with an 
RSA public key encryption, comprising the steps of: 

developing k factors of a composite number n, the k factors being distinct random prime 

numbers and k is an integer larger than two (k>2); 
providing a number e relatively prime to a lowest common multiplier of the k factors; 
providing the composite number n; 
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decoding means coupled to said charmel and adapted for receiving each of said ciphertext 
word signals Ca from said chaimel and, having available to it the k distinct 
random prime numbers pb,i, Pb^, . - - PB,k, for transforming each of said ciphertext 
word signals to a receive message word signal M a, and means for transforming 
said receive message word signals M'a to said second message, where Ma 
corresponds to a number representative of a decoded form of Ca through a 
relationship of the form 



Af\^C/Hniod«,). 
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receiving a ciphertext word signal C which is formed by encoding a digital message word signal 
M to the ciphertext word signal C, where said digital message word signal M corresponds 
to a number representative ofsaid message and 
0<M<n'l, 

where said ciphertext word signal C corresponds to a number representative of an 

encoded form of said message through a relationship of the form 

C= Ue +ae.i M^'^ +. . . +ao (mod n) 

where e and a^, ae-i, . . . , ao are numbers; and 
deciphering the received chiphertext word signal C at an intended recipient with knowledge of 
the k factors. 

8. Cancelled. 

Hf 9. (Twice Amended) A system for communications of message signals cryptographically 
^1 processed with RSA public key encryption, comprising: 

j terminals including first and second terminals, each of the j terminals being characterized by an 
t encoding key Ei =(ei, nO and decoding key Di =(di, nO, where i=l,2, . . . j, each of the j 

^ terminals being adapted to transmit a particular one of the message signals where an i^^ 

^jj message signal Mi is transmitted from an i termmal, and 

!j. 0<Mi<ni-l, 

■lis 



Ui being a composite number of the form 

ni=Pi,rp\a'' • • "Ak 
where 

k is an integer greater than 2, 
p/jj Pia^ • • • Pa are distinct random prime numbers, 
ei is relatively prime to 
lcm(p/,i-l,/?,;2-l, . . 'Pi,k-i), and 

di is selected from the group consisting of the class of numbers equivalent 

to a multiplicative inverse of 

ei (mod(lcm((pi,i -1), (pa -1), . . . , (pa -1)))); 

said first terminal including 
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means for encoding a digital message word signal Mi to be transmitted from said 
first terminal (i=l) to said second terminal (i=2), said encoding means 
transforming said digital message word signal Mi to a signed message 
word signal Mis using a relationship of the form 



M,, s M, ' (mod«i ) ; and 

means for transmitting said signed message word signal Mis from said first terminal to said 
second terminal, wherein said second terminal includes 

means for decoding said signed message word signal Mu to said digital message word 
signal Ml, 

10. (Twice Amended) The system of claim 9, wherein the means for decoding said signed 
message word signal M^^ includes means for transforming said signed message word 
SI signal M^^ using a relationship of the form 



^^1' 11. (Twice Amended) A communications system for transferring a message signal 
0^ cryptographically processed with RSA public key encryption, the communications system 



j communication stations including first and second stations, each of the j communication 



stations being characterized by an encoding key Ei=(ei, ni) and a decoding key D\ =(di, 
ni), where i=l, 2,. . . , j, each of the j commimication stations being adapted to transmit a 
particular one of the message signals where an i message signal Mi is received from an 
i*^ communication station, and 
0<Mi<nrl 

Ui being a composite nximber of the form 

^PiA Pia • • 'Pa 
where 

k is an integer greater than 2, 

Pi,u Pi^> - • • >Pi,k are distinct random prime munbers, 

Ci is relatively prime to lcm(pi,i -l,pi^ -1, . . . ,pi,k-l), and 




(modwj) . 



pi comprising: 
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di is selected from the group consisting of the class of numbers equivalent to a 
multiplicative inverse of 
Bi (mod(lcm((pi,i -1), (p/,2 -1), . . . , (pa -1)))), 
said first station including 

means for encoding a digital message word signal Mi to be transmitted from said 

first station (i=l) to said second station (i=2), 
means for transforming said digital message word signal [Ma] Mi to one or more 

message block word signals [Ma ] Mi", each block word signal [Ma] Mi" 

being a number representative of a portion of said message word signal Mi 

in the range 

0<Mj"<n2-l,md 

means for transforming each of said message block word signals Mi" to a 
ciphertext word signal Ci using a relationship of the form 

C, =M'V^(modAi2);and 



Si?:? 



means for transmitting said ciphertext word signals Ci from said first station to said second 



station, wherein said second station includes 



III means for deciphering said ciphertext word signals Ci using p2,i, pia^ ■ . - ,P2,kto 

^^.^ produce said message word signal Mi. 

Hi 

12. (Twice Amended) The communications system of claim 11, wherem the deciphenng means 
^il includes 

means for decoding said ciphertext word signals Ci to said message block word 
signals Mi" using a relationship of the form 

M", = C/^(mod«2),and 
means for transforming said message block word signals Mi" to said message 
word signal Mi. 

13. (Twice Amended) A system for communications of a message cryptographically processed 
with RSA public key encryption, comprising: 

a first station; and 

a second station communicatively connected to the first station, 
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the first station having 

encoding means for transforming a transmit message word signal M to a 
ciphertext word signal C where the transmit message word signal M 
corresponds to a nxmiber representative of a message and 
0<M<n-\ 

n being a composite number formed as a product of at least 3 factors, the 
at least 3 factors being distinct random prime numbers, and 

where the ciphertext word signal C corresponds to a number representative 
of an encoded form of said message through a relationship of the 
form 

C= ae -fae-i M^'* +. . . +ao (mod n) 

where e and a^, ae-i, . . . , ao are numbers; and 
Ij!! means for transmitting the ciphertext word signal C to the second station, wherein the second 
?|l station includes means for deciphering the chipertext word signal C using the at least 3 

rf;* factors to produce the message. 

^ New Claims: 



# 

ig 14. (Amended) A method of conununicating a message crypto graphically processed with an 
III RSA public key encryption, comprising the steps of: 

selecting a public key portion e associated with a recipient intended for receiving the message; 

developing k distinct random prime numbers, pu P2> . . . Pk, where k>3, and checking that each 
of the k distinct random prime numbers minus l,/?i-l, /?2-l, . . . Pk-l^ is relatively prime 
to the public key portion e; 

computing a composite number, n, as a product of the k distinct random prime numbers; 

receiving a ciphertext message formed by encoding a plaintext message data M to the ciphertext 
message data C using a relationship of the form C=M^ (mod «), where M represents the 
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message, where 0<M and where the sender knows n and the pubUc key portion e 
but has no access to the k distinct random prime numbers, pi, p% , . , p\^; and 

deciphering at the recipient the received ciphertext message data C to produce the message, the 
recipient having access to the k distinct random prime numbers, pi, J92, . . . pk- 

15. (Amended) The method according to claim 14, comprising the further step of: 
establishing a private key portion <i by a relationship to the public key portion e in the form of 

d^e-' (mod(( A - 1) • (;^. - 1) • • • ip, - 1))) , 

wherein the deciphering step includes decoding the ciphertext message data C to the plaintext 
message data Musing a relationship of the form M= (mod «). 

Ifl 16. (Amended) A method of communicating a message cryptographically processed with RSA 

_r public key encryption, comprising the steps of: 

|i 

selectmg a public key portion e; 

? developing k distinct random prime numbers, pi, /72, . . . Pk^ where k >3y and checking that each 

IP 

of the k distinct random prime numbers minus 1, /^i-l, /72-I, . . . Pk-U is relatively prime 
to the public key portion e\ 

'if'.*-: 

^ establishing a private key portion J by a relationship to the public key portion e in the form of 

to 

d ^ e-' (mod((/;, - 1) . (^, - 1) . . . {p^ - 1))) ; 

computing a composite number, w, as a product of the k distinct random prime numbers; 

receiving a ciphertext message data C representing an encoded form of a plaintext message data 
M\ and 

decoding the received ciphertext message data C to the plaintext message data M using a 
relationship of the form M= (mod «), the decoding performed by a recipient owning 
the private key portion d and having access to the k distinct random prime nimibers, pu 
Pi, . . ./>k. 
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17. (Amended) The method according to claim 16, wherein the ciphertext message data C is 
formed by encoding the plaintext message data M to the ciphertext message data C using a 
relationship of the form C= (mod n), wherein 0<M ^-1 and wherein n and the public key 
portion e are accessible to the sender although it has no access to the k distinct random prime 
numbers, /7i,/?2, . ■ . A- 



18. (Amended) A method of conmiunicating a message cryptographically processed with RSA 
public key encryption, comprising the steps of: 

selecting a public key portion e; 

developing k distinct random prime numbers, pz - - - Pk> where k >3, and checking that each 
;R of the k distinct random prime numbers minus /?2-l, - . . Pk-1, is relatively prime 

f j to the public key portion e; 

establishing a private key portion J by a relationship to the public key portion e of the form 
|5 (mod((p, - 1) 1) .. . (p^ - 1))) ; 

III computing a composite number, n, as a product of the k distinct random prime numbers; 

?H= encoding a plaintext message data M with the private key portion d to produce a signed message 
jgi Ms using a relationship of the form Ms= M (mod «), where 0<M <n- 1 



receiving the signed message Msi and 

deciphering the signed message to produce the plaintext message data M 

19. (Amended) The method of claim 18, wherein the deciphering step includes: 

decoding the signed message Ms with the public key portion e to produce the plaintext message 
data Musing a relationship of the form M= Mi (mod n). 



Reissue 09/694,416 
Collins et al. 



11 



20. (Amended) A method for communicating a message cryptographically processed with RSA 
public key encryption, comprising the steps of: 

sending to a recipient a cryptographically processed message formed by 

assiging a number M to represent the message in plaintext message form, and 
cryptographically transforming the assigned nimiber M from the plaintext message form 
to a number C that represents the message in an encoded form, wherein the 
number C is a function of 
the assigned number Af, 

a number n that is a composite nimaber equaling the product of at least three 

distinct random prime numbers, wherein 0<M ^-\^ and 
an exponent e that is a number relatively prime to a lowest common multiplier of 
the at least three distinct random prime numbers, 
^1 wherein the number n and exponent e having been obtained by the sender are associated 

I with the recipient to wiiich the message is intended; and 

^ll receiving the cryptographically processed message which is decipherable by the recipient based 



on 



the number w, 
^ another exponent J, and 

li 

the number C, 



m 



wherein the exponent J is a function of the exponent e and the at least three distinct 
random prime numbers. 

21. (Amended) The method according to claim 20, 

wherein the cryptographically transforming step includes using a relationship of the form C=M^ 
(mod «), 

wherein the exponent d is established based on the at least three distinct random prime numbers, 
Pupi, . , , pto using a relationship of the form d = (mod((/?i - 1) • (p2 -!)••• (p^ - 1))) , 
and 
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MsC^(modn). 



22. (Amended) A method for communicating a message cryptographically processed with RSA 
public key encryption, comprising the steps of: 

receiving from a sender a cryptographically processed message, in the form of a number C, 
which is decipherable by the recipient based on a number n, an exponent d, and the 
number C; and 
deciphering the cryptographically processed message, 

wherein a number M represents a plaintext form of the message, wherein the number C 
represents a cryptographically encoded form of the message and is a function of 
the number M, 

the number n that is a composite number equaling the product of at least three 



¥l distinct random prime numbers, wherein 0<M^-1, and 

$1 



an exponent e that is a number relatively prime to a lowest common multiplier of 
the at least three distinct random prime numbers, 
If I wherein the number n and exponent e are associated with the recipient to which 

1^,: the message is intended, and 

*l wherein the exponent d is sl function of the exponent e and the at least three 

distinct random prime nimibers. 



23. (Amended) The method according to claim 22, 

wherein the number C is formed using a relationship of the form C= (mod w), 

wherein the exponent d is established based on the at least three distinct random prime nimibers, 
J92, . . . Pk, using a relationship of the form d = (mod((/?, - 1) • (/^j - 1) * ' • (Pk ~ 1))) » 

and wherein the number M is obtained using a relationship of the form Afe (mod n). 



24. (Amended) The method according to claim 21, 
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wherein p and ^ are a pair of prime numbers the product of which equals «, 

wherein the deciphering the number C to derive the number M is divided into subtasks, one 

subtask for each of the k distinct random prime numbers, 
wherein the k distinct random prime numbers are each smaller than p and 

whereby for a given length of n it takes fewer computational cycles to perform the deciphering 
relative to the number of computational cycles for performing such deciphering if the pair 
of prime numbers p and q were used instead. 

25. (Amended) The method according to claim 22, 

wherein p and ^ are a pair of prime numbers the product of which equals n, 
wherein the deciphering the nimiber C to derive the number M is divided into subtasks, one 
subtask for each of the k distinct random prime numbers, 
^ ^ wherein the k distinct random prime numbers are each smaller than p and q, 

€| whereby for a given length of n it takes fewer computational cycles to perform the deciphering 

111 

.Jl relative to the number of computational cycles for performing such deciphering if the pair of 
prime numbers p and q were used instead. 

■pi; 

^ 26. (Amended) The method according to claim 20, 

wherein p and ^ are a pair of prime numbers the product of which equals w, and 
iMi; wherein developing the at least three distinct random prime nxmibers and computing n is 
34 performed, including for n that is more than 600 digits long, in less time than it takes to develop 
|U the pair of prime numbers p and q and compute that n, 

27. (Amended) The method according to claim 22, 

wherein p and ^ are a pair of prime numbers the product of which equals «, and 
wherein developing the at least three distinct random prime numbers and computing n is 
performed, including for n that is more than 600 digits long, in less time than it takes to develop 
the pair of prime numbers p and q and compute that n. 

28. (Amended) The method according to claim 14, 

wherein p and ^ are a pair of prime numbers the product of which equals «, 
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wherein the deciphering step is divided into sub-steps, one sub-step for each of the k distinct 

random prime numbers, 
wherein the k distinct random prime numbers are each smaller than p and q, 
whereby for a given length of n it takes fewer computational cycles to perform the deciphering 
step relative to the number of computational cycles for performing such deciphering step if the 
pair of prime numbers p and q were used instead. 

29. (Amended) The method according to claim 14, 

wherein p and ^ are a pair of prime numbers the product of which equals «, and 
wherein developing the k distinct random prime numbers and computing the composite nimiber n 
are performed, including for n that is more than 600 digits long, in less time than it takes to 
develop the pair of prime numbers p and q and compute that «. 

^ 30. (Amended) The method according to claim 16, 
fii wherein p and ^ are a pair of prime nimibers the product of which equals n, 
""l^ wherein the decoding step is divided into sub-steps, one sub-step for each of the k distinct 



random prime numbers, 
wherein the k distinct random prime numbers are each smaller than p and ^, 

Isfj whereby for a given length of n it takes fewer computational cycles to perform the decoding step 

€i 

p relative to the number of computational cycles for performing such decoding step if the pair of 
.^t: prime numbers p and q were used instead. 

m 

31. (Amended) The method according to claim 16, 

wherein p and 9 are a pair of prime numbers the product of which equals «, and 
wherein developing the k distinct random prime numbers and computing the composite n is 
performed, including for n that is more than 600 digits long, in less time than it takes to develop 
the pair of prime numbers p and q and compute that n, 

32. (Amended) The method according to claim 18, 

wherein p and ^ are a pair of prime numbers the product of which equals w, 
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wherein the encoding step is divided into sub-steps, one sub-step for each of the k distinct 

random prime numbers, 
wherein the k distinct random prime numbers are each smaller than p and q, 
whereby for a given length of n it takes fewer computational cycles to perform the encoding step 
relative to the number of computational cycles for performing such encoding step if the pair of 
prime numbers p and q were used instead. 

33. (Amended) The method according to claim 18, 

wherein p and ^ are a pair of prime numbers the product of which equals «, and 
wherein developing the k distinct random prime numbers and computing the composite number n 
. is performed, including for n that is more than 600 digits long, in less time than it takes to 
develop the pair of prime numbers p and q and compute that n. 

||; 34. (Amended) The method according to claim 14, wherein a message cryptographically 
#i processed by the sender with two-prime RSA public key encryption characterized by n being 
J;, equal to a composite nxmiber computed as the product of 2 prime numbers p and q, is 
1^; decipherable with multi-prime ik>2) RSA public key encryption characterized by the composite 
^ number n being computed as the product of the k distinct random prime numbers, pupz - * - Pk- 

4^; 35. (Amended) The method according to claim 9, wherein the signed message word signal Mjs, 
jfc' formed from the digital message word signal Mj being cryptographically processed at the first 

terminal with multi-prime (A>2) RSA public key encryption which is characterized by the 

composite number n being computed as the product of the k distinct random prime numbers, pu 
' P2, ' ' ' pK is decipherable at the second terminal with two-prime RSA public key encryption 

characterized by n being equal to a composite number computed as the product of 2 prime 

numbers p and q. 



36. (Amended) The method according to claim 16, wherein a message cryptographically 
processed by the sender with two-prime RSA public key encryption characterized by n being 
equal to a composite number computed as the product of 2 prime numbers p and q, is 
decipherable by the decoding with multi-prime (k>2) RSA public key encryption characterized 
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by the composite number n being computed as the product of the k distinct random prime 
numbers, /?i,/?2, . . - A- 

37. (Amended) The method according to claim 18, wherein the signed message M5, formed from 
the plaintext message data M being cryptographically processed at the sender with multi-prime 
{k>2) RSA public key encryption which is characterized by the composite number n being 
computed as the product of the k distinct random prime numbers, p\, pi, - - - pK is decipherable 
by the decoding at the recipient with two-prime RSA public key encryption characterized by n 
being equal to a composite number computed as the product of 2 prime nxmibers p and q, . 

38. (Amended) The method according to claim 20, wherein a message cryptographically 
processed by the sender with two-prime RSA public key encryption characterized by n being 

1^1 equal to a composite number computed as the product of 2 prime numbers p and ^, is 
decipherable at the recipient with multi-prime RSA public key encryption characterized by the 
h|i composite number n being computed as the product of the at least three distinct random prime 
I numbers. 

39. (Amended) The method according to claim 22, wherein a message cryptographically 
Jlj processed by the sender with two-prime RSA public key encryption characterized by n being 

equal to a composite number computed as the product of 2 prime numbers p and g, is 
||i decipherable at the recipient with multi-prime RSA public key encryption characterized by the 
composite number n being computed as the product of the at least three distinct random prime 
numbers. 



40. (Amended) A cryptography method for local storage of data by a private key owner, 
comprising the steps of: 
selecting a public key portion e; 

developing k distinct random prime numbers, p\,p2,... /?k, where k >3y and checking that each 
of the k distinct random prime numbers minus 1, /?i-l, j92-l, ... /?k-l, is relatively prime 
to the public key portion e; 

establishing a private key portion d hy a relationship to the public key portion e in the form of 
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d ^ e'' (mod((/7, - 1) 1) . {p^ - 1))) ; 



computing a composite number, n, as a product of the k distinct random prime numbers that are 
factors of n, where only the private key owner knows the factors of n\ and 

encoding plaintext data M to ciphertext data C for the local storage, using a relationship of the 
form C= (mod n), where 0<M ^-\, whereby the ciphertext data C is decipherable 
only by the private key owner having available to it the factors of n, 

41 . The cryptography method in accordance with claim 40, further comprising the step of: 
decoding the ciphertext data C from the local storage to the plaintext data M using a relationship 

of the form M= (mod «). 

42. (Amended) A cryptographic communications system, comprising: 
1^1 a plurality of stations; 

a communications medium; and 
M a host system adapted to communicate with the plurality of stations via the communications 

medium sending a receiving messages cryptographically processed with an RSA public key 
1^^ encryption, the host system including 
% at least one cryptosystem configured for 




developing k distinct random prime numbers, ;?i,/?2, • • - A? where A: >5, 



checking that each of the k distinct random prime numbers minus l,/7i-l,/72-l, . . . 
/?k-l, is relatively prime to a public key portion e that is associated with the 
host system. 



computing a composite number, «, as a product of the k distinct random prime 
numbers. 



establishing a private key portion by a relationship to the public key portion e 



in the form of d = e * (mod((/?j - 1) • (/?2 - 1) • • " (Pk ~ 1))) » 



in response to an encoding request from the host system, encoding a plaintext 
message data M producing therefrom a ciphertext message data C to be 
communicated via the host system, the encoding using a relationship of 
the form C= (mod «), where 0<M :^-l, 
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in response to a decoding request from the host system, decoding a ciphertext 
message data C communicated via the host producing therefrom a 
plaintext message data M using a relationship of the form C ^ (mod 
n). 

43. (Amended) A system for communications of a message cyptographically processed with 
RSA public key encryption, comprising: 

a bus; and 

a cryptosystem communicatively coupled to and receiving from the bus encoding and decoding 
requests, the cryptosystem being configured for 
providing a public key portion e, 

developing k distinct random prime numbers, /7i,/72, - - -Pky where k>3, 
checking that each of the k distinct random prime numbers minus 1, pi-l, /?2-l, - . . Pk-ly 
is relatively prime to the public key portion e, 

4l computing a composite number, /i, as a product of the k distinct random prime numbers, 

fl 

l establishing a private key portion J by a relationship to the public key portion e in the 
J; form ofd^ e'' (mod((/7, - 1) • (/^^ - 1) • (p, - 1))) , 

2' in response to an encoding request from the bus, encoding a plaintext form of a first 
^ message M to produce C, a ciphertext form of the first message, using a 

,|j relationship of the form C= (mod n), where 0<M and 

jw! in response to an decoding request from the host system, decoding C\ a ciphertext form 

Ml 

i^l of a second message, to produce M', a plaintext form of the second message, 

using a relationship of the form M= C (mod w), the first and second messages 
being distinct or one and the same. 

44. The system of claim 42, wherein the at least one cryptosystem includes 

a plurality of exponentiators configured to operate in parallel in developing respective 
subtask values corresponding to the message. 

45. (Amended) The system of claim 42, wherein the at least one cryptosystem includes 

a processor, 

a data-address bus. 
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a memory coupled to the processor via the data-address bus, 

a data encryption standard (DES) unit coupled the memory and the processor via the 
data-address bus, 

a plurality of exponentiator elements coupled to the processor via the DES unit, the 
plurality of exponentiator elements being configured to operate in parallel in 
developing respective subtask values corresponding to the message. 

46. (Amended) The system of claim 45, wherein the memory and each of the plurality of 
exponentiator elements has its own DES unit that cryptographically processes message data 
received/returned from/to the processor. 

47. (Amended) The system of claim 45, wherein the memory is partitioned into address spaces 
m addressable by the processor, including secure, insecure and exponentiator elements address 

spaces, and wherein the DES unit is configured to recognize the secure and exponentiator 
4$! elements address spaces and to automatically encode message data therefi'om before it is 

provided to the exponentiator elements, the DES unit being bypassed when the processor is 
^ accessing the insecure memory address spaces, the DES unit being further configured to decode 

encoded message data received fi-om the memory before it is provided to the processor. 

1^^ 48. The system of claim 45, wherein the at least one cryptosystem meets FEPS (Federal 

f% Information Processing Standard) 140-1 level 3. 

»i 

49. The system of claim 45, wherein the processor maintains in the memory the public key 
portion e and the composite number n with its factors pup2, . . ^ Pk- 

50. (Amended) A system for communications of a message cryptographically processed with 
RSA public key encryption, comprising: 

a bus; and 

a cryptosystem receiving fi^om the system via the bus encoding and decoding requests, the 
cryptosystem including 

a plurality of exponentiator elements configured to develop subtask values, 
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a memory, and 

a processor configured for 

receiving the encoding and decoding requests, each encoding request providing a 

plaintext message M to be encoded, 
obtaining a public key that includes an exponent e and a modulus w, a 

representation of the modulus n existing in the memory in the form of its k 

distinct random prime number factors pupi^ - - -Pk, where k>3, 
constructing subtasks, one subtask for each of the k factors, to be executed by the 

exponentiator elements for producing respective ones of the subtask 

values, Ci, C2, . . . Ck, and 
forming a ciphertext message C from the subtask values Ci, C^, . . . Ck, 
wherein the ciphertext message C is decipherable using a private key that includes 

the modulus n and an exponent d which is a function ofe. 

m 

51: (Amended) The system of claim 50 wherein each one of the subtasks Ci, C2, . . . Ck is 

^; developed using a relationship of the form C. '(mod/?.), where M. =Af(mod/?.), and 
e. = e(mod p. - 1) , and where i=l , 2, . . . A:. 

■m 52. (Amended) A system for communications of a message cryptographically processed with 

RSA public key encryption, comprising: 
jl^ a bus; and 

a cryptosystem receiving from the system via the bus encoding and decoding requests, the 
cryptosystem including 

a plurality of exponentiator elements configured to develop subtask values, 

a memory, and 

a processor configured for 

receiving the encoding and decoding requests, each encoding/decoding request 
provided with a plaintext/ciphertext message M/C to be encoded/decoded 
and with or without a public/private key that includes an exponent e/d and 
a modulus n a representation of which exists in the memory in the form of 
its k distinct random prime number factors p\,p2y - - - Pk, where k>3. 
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obtaining the public/private key from the memory if the encoding/decoding 
request is provided without the public/private key, 

constructing subtasks to be executed by the exponentiator elements for producing 
respective ones of the subtask values, Mi, M2, . . . A/k,/Ci, C2, . . . Ck, and 

forming the ciphertext/plaintext message C/Mfrom the subtask values Cy, C2, . . . 

Cic/My,M2,...Mv. 

53. (Amended) The system of claim 52 wherein when produced each one of the subtasks Ci, C2, 
. . . Ck is developed using a relationship of the form Q = M/' (mod jt?.) , where = C(mod /?.) , 
and e- = e{mod p. - 1) , and where i=l, 2, ... k, 

54. (Amended) The system of claim 52 wherein when produced each one of the subtasks Mi, M2, 
. . . Mk is developed using a relationship of the formM. = C,- ' (mod/?-), where 

^ M. = M(mod JO.) , and J. = d(mod p. -1) , and where i=l, 2, . . . A:. 

4: 

55. The system of claim 54, wherein the private key exponent d relates to the public key 
' exponent e via = (mod{{p^ - 1) • (/?2 - 1) * * * {Pk " 1))) • 

f^' 56. (Amended) A system for communications of a message cryptographically processed with 
pi RSA public key encryption, comprising: 
means for selecting a public key portion e; 

means for developing k distinct random prime numbers, j72, . . . Pk, where A: > 5, and for 
checking that each of the k distinct random prime numbers minus l,/7i-l, j72-l, . • . A-U 
is relatively prime to the public key portion 

means for establishing a private key portion J by a relationship to the public key portion e in the 

form ofd = e"' (mod((p, - 1) • (/?2 " 1) • * * (Pk " 1))) ; 
means for computing a composite number, n, as a product of the k distinct random prime 
numbers; 

means for receiving a ciphertext message data C; and 
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means for decoding the ciphertext message data C to a plaintext message data M using a 
relationship of the forai M= (mod n). 



57. The system according to claim 56, further comprising: 

means for encoding the plaintext message data M to the ciphertext message data C, using a 
relationship of the form C= (mod «), where 0<M:^-l. 

58. (Amended) A system for communications of a message cryptographically processed with 
RS A public key encryption, comprising: 

means for selecting a public key portion e; 

means for developing k distinct random prime numbers, pi, /?2, - • - Pk^ where k > 3, and for 
checking that each of the k distinct random prime numbers minus l,p\-l,p2-l, . . . /nc-l? 
■^1 is relatively prime to the public key portion e; 

'0 means for establishing a private key portion by a relationship to the public key portion e of the 



Si means for computing a composite number, «, as a product of the k distinct random prime 
it> nimibers; and 

^, means for encoding a plaintext message data M with the private key portion d to produce a 



59. (Amended) The system of claim 58 further comprising the step of: 

means for decoding the signed message Ms with the public key portion e to produce the plaintext 
message data Musing a relationship of the form M= Ms^ (mod n). 

60. (Amended) The system of claim 57, wherein the system can conmiunicate the 
cryptographically processed message to another system that encodes/decodes data with RSA 
public key encryption using a modulus value equal to n independent of the k distinct prime 
niunbers. 




form d ^ e-' (mod((/7, - 1) •(;,,- 1) - . (p^ - 1))) ; 



signed message Ms using a relationship of the form Ms= (mod «), where 0<M 
the signed message Ms being decipherable using the public key portion e. 
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• ■ • 

61. (Amended) The system of claim 59, wherein the system can communicate the 
cryptographically processed message to another system that encodes/decodes data with RSA 
public key encryption using a modulus value equal to n independent of the k distinct prime 
numbers. 



4^ 



Ml 



^45 
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File Compare Results to Show Changes to the Claims Since the Preliminary Amendment 
Clean version of the Claims 

Clean version of the claims with all of the changes to be made vis-a-vis the US, Patent 
5, 848 J 59, as follows: 

1 . (Twice, Amended) A method of proces s ing — a — m e ssag e — for ttse — m — cryptographic 
communications of a message crypto graphically processed with RSA (Rivest, Shamir & 
Adleman) public key encryption, comprising the steps of: 

developing k distinct random prime numb ers pu p?. . . . vy. where k is an integer greater than 2; 
providing a number e relat ively prime to i p\ -1 Vfp ? -1)-. ■ .-(pi;-!): 

providing a composite number^ n^-as- a equaling the product-ef prp2-. . . .-p k wher e k i s an int e ger 
p^^ gr e ater than 2, and p^ -rip^ t, , . . pk ar e distinct random prime numbers; and; 

receiving a ciphertext word signal C which is formed bv encoding a plaintext message word 
a|| signal M to a ciphertext word signal C, where M corresponds to a number representative 



where C is a number representative of an encoded form of the plaintext message word 
signal M such that 

(mod n\ and where e is associated with an intended recipient of the ciphertext 
word signal C: and 

where e is a number r e latively prim e to (p 4 . l) - (p2 - 1) - . .. - (p j^-4)T 



deciphering the received ciphertext word signal C at the intended recipient having availa ble to it 
the k distinct random prime numbers P) . p:>. . . . pv. 




2. (Twice Amended) The method according to claim 1, comprising wherein the 
ferthe rdeciphering step e feincludes 

establishing a number, d, as a multiplicative inverse of 
e(mod(lcm((pi -1), {pi -1), . . . , (/?k and 



of the message and 



0<M<n-\, 
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decoding the ciphertext word signal C to the plaintext message word signal M where 
M= (mod n). 



3. (Twice Amended) A method for comm unications of processing a message signal Mi for 
tisecrvptogra phicallv processed with RSA public key encryption in a communications system 
having j terminals, each terminal being characterized by an encoding key Ei =(ei, ni) and j 
decoding key Di =(di, ni), where i=l, 2, . . . , j, and the message signal Mj 
correGponding coiTie sponds to a number representative of a message-to-be- tran s mitt e d received 
from the i'^ terminal, the method comprising the steps of: 
computin e establishing ni where n\ is a composite number of the form 

Hi =Pu\ 'P\2 -J • • • j*/?i,k 

where k is an integer greater than 2, 

Pi,h Pi^, . . . , Pi,k are distinct random prime nimibers, 

Ci is relatively prime to \cm{p\^\ - 1 , /?i;2 - 1 , . . . p\x - 1 ), and 

di is selected from the group consisting of the class of numbers equivalent to a 
'f;; multiplicative inverse of 

fk ei (mod(lcm((pi,i -1), (pi,2 -1), .... (Pi,k -1)))); 

■fl 

,j receiving by a recipient terminal ( i= from a sender terminal ( i = x. x^v ) a ciphertext 

"^S; signal Cv formed bv encoding a digital message word signal M4 . for transmis s ion from a 

i^' first t e iminal (i~l) to a s e cond t e rminal (i""2) Mx> s aid e ncoding st e p includin g wherein the 

ill sub s tep of: encoding includes 

transforming said message word signal M^ Mx to one or more message block word signals 
MiMx", each block word signal M^Mx" corresponding to a number representative 
of a portion of said message word signal MiMx in the range 0< MaMx" <n3-l-T-fl^ 
1. and 

transforming each of said message block word signals M^-Mx" to a ciphertext word signal 
€4.Cx that corresponds to a number representative of an encoded form of said 
message block word signal MiMx" where 
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decip herin g the received ciphertext word signal Cx at the recipient terminal having available to it 
the k distinct random prime n umbers pyj^, py ? Pyi. for establishing its dx.. 

4. (Twice Amended) A cryptographic system for communications syste mof a message 
crypto graphically processed with an RSA public key encryption, comprising: 
a communication channel adapted for transmitting a ciphertext word signal C that r e lates to a 
tran s mit messag e word signal M ; 

encoding means coupled to said channel and adapted for transforming thea transmit message 
word signal M to the ciphertext word signal C using a composite number, n, where n is a 
product of the form 
n=prP2* -Pk 

k is an integer greater than 2, and 

Pi, p2, . . . pk are distinct random prime numbers, 

where the transmit message word signal M corresponds to a number representative of 

a the message and 

0<M<n-l 

'l^ where the ciphertext word signal C corresponds to a number representative of an 

^ encoded form of said message through a relationship of the form [and corr e sponds to] 
5; OM^(mod/i),and 

& where e is a number relatively prime to lcm(pl -1 , p2 -1 , . . . , pk -1); and 

decoding means coupled to said channel and adapted for receiving the ciphertext word signal C 
from said channel and , having available to it the k distinct random p rime numbers p^. p ?. 
. . . Pk ^ for transforming the ciphertext word signal C to a receive message word signal M* 
where M' corresponds to a number representative of a decoded form of the ciphertext 
word signal C through a relationship of the form 

where d is selected from the group consisting of a class of numbers equivalent to a 
muhiplicative inverse of 
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e(mod(lcm((pi -1), {p2 -1), . . . , (Pk -1)))). 

5. (Twice Amended) A crvDtograDhic svstem for communications of a message 
cryptograp hically processed with an RSA public key encryption, the system having a pluraUty of 
terminals coupled by a communications channel, comprising: 

a first terminal of the plurality of terminals characterized by an encoding key 

Ea =(eA, Ha) and a decoding key Da =(dA, Ua), 

where nA is a composite number of the form 

I^A =PA,J'PA,2 . . pA.k 

where 

k is an integer greater than 2, 

PA,b Pa,2j - • • j PA,k are distinct random prime numbers, 
Ca is relatively prime to 



g| \cm(pA,i -1, Pa.2 -1, . . . , PA,k -1), and 



dA is selected from the group consisting of the class of numbers equivalent to a 



*7 multiplicative inverse of 



Ca (mod(lcm((pA,i -1), (Pa,2 -1), . . - , (PA,k -1)))); and 



' a second terminal of the plurality of terminals having 



Ci blocking means for transforming a first message, which is to be transmitted on 



said communications channel from said second terminal to said first terminal, 




0<MB<nA-\, 



encoding means coupled to said channel and adapted for transforming each 



transmit message word signal Mb to a ciphertext word signal Cb that 



corresponds to a number representative of an encoded form of said first m e ssag e 



throueh messagethroug h a relationship of the form 



Cb =M/'(mod«J, 



said first terminal having 
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decoding means coupled to said channel and adapted for receiving each of said 
ciphertext word signals Cb from said channel an d, having available to it the 

k distinct random prime numbers p^j^^ p a^ p^. for transforming each of 

said ciphertext word signals Cb to a receive message word signal Mb, and 
means for transforming said receive message word signal Mb to said first 
message, where Mb corresponds to a number representative of a decoded 
form of Cb through a relationship of the form 

6. (Twice. Amended) The system according to claim 5 wherein said second terminal is 
characterized by an encoding key Eb =(eB, nB) and a decoding key Db =(dB, ns), where nB is a 
composite number of the form 

p. riB =Pb,vPbx . . ^'Pb^ 

where k is an integer greater than 2, 
# PB,b pB^, . . . pB,k are distinct random prime numbers, 

1^; Cb is relatively prime to 

\cm{pB,\-l,pB.i-^, ■ . . PB,k-l), and 

m 

dB is selected from the group consisting of a class of nimibers equivalent to a 



multiplicative inverse of 
es (mod(lcm((pB,i-l), (pB^ -1), . . . , (ps.k -1)))), 
|C said first terminal further having 

blocking means for transforming a second message J-to-be-transmittedl which is 
to be transmitted on said communications channel from said first terminal to 
said second terminal, to one or more transmit message word signals Ma, where 
each Ma corresponds to a number representative of said message in the range 
0<MA<nB'l 

encoding means coupled to said channel and adapted for transforming each 
transmit message word signal Ma to a ciphertext word signal Ca and for 
transmitting Ca on said channel, where Ca corresponds to a number 
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representative of an encoded form of said second message through a relationship 
of the form 

C,^M/'(modn,) 

said second terminal further having 

decoding means coupled to said channel and adapted for receiving each of said 
ciphertext word signals Ca from said channel an d, having available to it the 
k distinct random pri me numbers psAJSiB^, - > ■ PBjc > for transforming each of said 
ciphertext word signals to a receive message word signal Ma, and means 
for transforming said receive message word signals M a to sai d second message, 
where M'a corresponds to a mmiber representative of a decoded form of Ca 
through a relationship of the form 

If^, 7. (Amended) A method of proc e ssing a m e s s ag e for us e m cryptographic communications of a 
message cr vptographicallv processed with an RSA pubUc key encryption , comprising the steps 
of: 

jfq developing k factors of a composite number^ n, as a product of at l e ast 3 whol e numb e r factors 
J^,^ greater than on e , t he ^ factors being distinct random prime numbers^ and k is an integer 

t?^; larger than two (k>D: 

providing a number e relatively prime to a lowest common multiplier of the k factors: 

providing the composite number n: 

m 

receiving a ciphertext word signal C which is formed bv encoding a digital message word signal 
M to athe ciphertext word signal C, where said digital message word signal M 
corresponds to a number representative ef ^ofsaid message and 
0<M<n-\, 

where said ciphertext word signal C corresponds to a number representative of an 
encoded form of said message through a relationship of the form 
C= Ue +ae-i M^'^ +. . . +ao (mod n) 
where e and a^, ae-i, . . . , ao are numbers- iand 
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deciphering the received chiphertext word signal C at an intended recipient with knowledge of 
the k factors. 

8. (Am e nded) A m e thod according to claim 7 wh e r e in said e ncoding step furth e r includ e s th e 
step of 

transforming said digital m ess ag e word signal M to said cip e rt e xt word signal C by the 

: p e rformanc e of a first ordered succession of inveritble operation s on M, and 

wher e in the m e thod fiirther compris e s the step of: 

decoding said cip e rtext word signal C to said digital me s sag e word signal M by the p e rformanc e 
of a second ord e r e d succession of invertible operations on C, wh e r e each of th e invertible 
operations of said s e cond ordered s uccession is the inv e rse of a corresponding on e of said 
first ord e r e d succ e ssion, and wh e r e the ord e r of said inv e rtibl e operation s in said second 

iji ord e r e d succ e ssion is rev e rs e d with r e sp e ct to the ord e r of corresponding inv e rtible 

1^ op e rations m said first ord e r e d succ e s s ion. 

M 8. Cancelled. 

ft- 

9. (Twice. Amended) A communication system for nroc e ssin g communications of message 
signals crvptographicallv processed with RSA public key encryption , comprising: 

f^} terminals including first and second terminals, each of the j terminals being characterized by an 
If! encoding key Ei =(ei, ni) and decoding key Di =(di, ni), where i=l,2, . . . j, each of the j 

ltf terminals being adapted to transmit a particular one of the message signals where an i'^ 

temiinal corresponds to an i ^-message signal M, is transmitted fi-om an i^^ terminal , and 

0<Mi<ni-l, 

Ui being a composite number of the form 
where 

k is an integer greater than 2, 

p/,u Pi^, . . - Vi.k are distinct random prime numbers, 

Ci is relatively prime to 
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lcm(p,-rl,p/.2-l, . . and 

di is selected from the group consisting of the class of numbers equivalent 

to a multiplicative inverse of 

ei (mod(lcm((pi,i -1), (pu -1), . . . , (p/.jt -1)))); 

said first terminal including 

means for encoding a digital message word signal Mi to be transmitted 
from said first terminal (i=l) to said second terminal (i=2), said encoding 
means transforming said digital message word signal Mi to a signed 
message word signal M^ using a relationship of the form 



^1 10. (Amended) The — comimmication syst e m — ef — claim — 9 — furth e r — compnsmg: 

li M,^ - M/' (mod n, ) 

^ means for transmitting said signed message word signal Mis from said first terminal to said 
^ second terminal, wherein said second terminal includin g includes 

means for decoding said signed message word signal Mis to said digital message 



^c: word signal Mi-i^ 



f^j. 10. (Twice Amended") The system of claim 9, wherein the means for decoding said signed 
message w ord si gnal M^ includes means for transforming said signed message word 
signal M^ using a relationship of the form 

M, = A/,/*(mod«,) . 



1 1 . (Twice Amended^ A communications system for transferring a message signal 

crvptQgraphicallv processed with RSA public key encryption , the commxmications system 
comprising: 

j communication stations including first and second stations, each of the j communication 

stations being characterized by an encoding key Ei=(ei, nj) and a decoding key Dj =(di. 
Reissue 09/694.416 8 Document #267082 

SV/2Q2975.01 
0 1 052001/16:57/20206.1 1 

Collins et al. 



tom e y Dock e t No.: 20206 125 
OLD VER. 

ni), where i=l, 2,. . . , j, each of the j communication stations being adapted to transmit a 
particular one of the message signals where an i message signal Mi is received from an 
^ communication station corre s pond s to an i ^"^ m e ssage signal Mj , and 
0<Mi<nrl 

n/ being a composite number of the form 
Pia • • 'A'.A 

where 

k is an integer greater than 2, 

Pi,b Pi^y • • • 5Pi,k are distinct random prime numbers, 

Ci is relatively prime to lcm(pi,i -l,pi^ -1, . . . ,Pi,k-lX and 

di is selected from the group consisting of the class of numbers equivalent to a 
multiplicative inverse of 
f^^ ei (mod(lcm((pi,i -1), (pij -1), . . . , (p^ -1)))), 

j|l said first station including 

^ means for encoding a digital message word signal Mi to be transmitted 

from said first station (i=l) to said second station (i=2), 
means for transforming said digital message word signal [Ma] Mi to one 
or more message block word signals [MaIL Mi", each block word 
signal FMaIL Mi" being a number representative of a portion of said 



m 



f'h message word signal Mi in the range 

0<Mj"<n2-l,and 



means for transforming each of said message block word signals Mi" to a 
ciphertext word signal Ci using a r e latinship relationship of the form 



12. (Amended) The — communication s — s ystem — ef — claim — H — furtli e r — comprising: 

C, =M"/^ (modw2)Lffid 
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means for transmitting said ciphertext word signals Ci from said first station to said second 
station, wherein said second station includes 

means for deciphering said ciphertext word signals Cj, using p-^n. p?^ p:> w to 

produce said mes sage wor d signal Mu 

12. CTwice Amend ed! The communic ations s ystem of claim IL wherein the deciphering means 
includes 

means for decoding said ciphertext word signals Ci to said message block 
word signals Mi " using a relationship of the form 

M", = C/Hmod«2),and 

means for transforming said message block word signals Mi" to said 
message word signal Mi. 



Jti 13. (Twice Amended) A system for conmiunications syste mof a message crvptographicallv 

processed with RS A public key encryption , comprising: 
l^r a first station; and 

g/; a second station communicatively connected to the first station — for communications 



ther e between , 



th e first communicating station having 
9i the first statio n havin g 

£| 

g| encoding means for transforming a transmit message word signal M to a 

ciphertext word signal C where the transmit message word signal M 
corresponds to a number representative of a message and 
0<M<n-l 

n being a composite number formed as a product of at 
least 3 whole number factors greater than on e, th e at least 3 factors 
being distinct random prime numbers, and 
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where the ciphertext word signal C corresponds to a 
number representative of an encoded form of said message 
through a relationship of the form 
C= Ce +ae.\ M^'^ +. . . +^0 (mod n) 
where e and ag, a^-i, . . . , ao are numbers; and 
means for transmitting the ciphertext word signal C to the second station , wherein the 
second station includes means for deciphering the chioertext word signal C using the at 
least 3 factors to produce the message . 

New Claims: 

14. (New Amended^t A method of processin g communicating a message — use — m 
cryptographic conimunications crvpto gra phically processed with an RSA public key encryption. 
comprising the steps of: 

selecting a public key portion e associated with a recipient intended for receiving the message : 

developing k distinct random prime numbers, p\, pi, , . , Pk, where k >3, and checking that each 
of the k distinct random prime numbers minus 1, /?2-l, - • . Pk-1, is relatively prime 
to the public key portion e; 

computing a composite number, n, as a product of the k distinct random prime numbersi-and; 

receiving a ciphertext message formed by encoding a plaintext message data M to a the ciphertext 
message data C using a relationship of the form C^M^ (mod «), where M represents the 
message, where 0<M <h-4- 7l and where the sender knows n and the public key portion e 
but has no access to the k distinct random prime num bers, pu p^- . • . Pi:- ^i^d 

deciphering at the recipient the received ciphertext message data C to produce the message, the 
recipient having access to the k distinct random prime numbers, p]^. p^. . , , d\^. 
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15. (New Amended ) The method according to claim 14, comprising the further step of: 
establishing a private key portion dhya relationship to the public key portion e in the form of 

f^d^e-\modiip, -l)'ip, -1)"-(a -1))). 

wherein the deciphering ste p includes decoding the ciphertext message data C to the plaintext 
message data Musing a relationship of the form M= (mod w). 

16. (NewAmendedl A method of proc e ssinR Communicatine a message for ug o in 
cryptographic communications crvpto graphically proc essed v^ith RSA public key e n cryption. 
comprising the steps of: 



$A developing k distinct random prime nimibers, pupj, . . . pk, where k >3, and checking that each 



selecting a public key portion e\ 
)ing k distinct random pri 

of the k distinct random prime numbers minus 1, j^i-l, p2-l, . . • /^-l, is relatively prime 

# to the public key portion e; 

^« 

establishing a private key portion J by a relationship to the public key portion e in the form of 



J e-' imodiip, - 1) 1) .. . - 1))) ; 

-Mi; 



If^ computing a composite number, «, as a product of the k distinct random prime numbers; 

Ill obtainin g receiving a ciphertext message data C; anddecoding the ciphertext message data C to 
representing an encoded form of a plaintext message dat a M: and 

decoding the received ciphertext message data C to the plaintext message data M using a 
relationship of the form M= (mod n\: . the decoding performed by a reci pient owning 
the private key portion d and having access to the k distinct random prime numbers, pu 
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17. (Ne wAmended) The method according to claim 16, comprising the furth e r st e p of: 
wherein the ciphertext message data C is formed bv encoding the plaintext message data M to the 
ciphertext message data Q using a relationship of the form C^M^ (mod n), whefewherein 0<M 
<n- ^l and wherein n and the public key portion e are accessible to the sender although it has no 
access to the k distinct random prim e numbers, p^ . P7> . . . py. 

18. (New Am ended) A method of processin e communicating a message fer — use — m 
cryptographic communications cryptographicallv p r ocessed with RSA public kev encryption: 
comprising the steps of: 

selecting a public key portion , 

deyeloping k distinct random prime numbers, p2, . . . />kj where k >3, and checking that each 
1^!^; of the k distinct random prime numbers minus 1, /^r 1, pi-l^ . . . pk-1, is relatiyely prime 

to the public key portion e\ 

■jfl 

establishing a private key portion d by; a relationship to the public key portion e of the form 
I d^e-' (mod((p, - 1) 1) .. . {p^ - 1))) ; 

'3 computing a composite number, n, as a product of the k distinct random prime numbers; 

$1 encoding a plaintext message data M with the private key portion d to produce a signed message 
p Ms using a relationship of the form Ms= (mod n\ where 0<M <nAr:l^ 

Hi receiying the signed message M^: and 

deciphering the signed message to produce the plaintext message dataM. 



19. (New Amended) The method of claim 18 furth e r comprisin g ! 8. wherein the deciphering 
step e fincludes : 

decoding the signed message Ms with the public key portion e to produce the plaintext message 
data M using a relationship of the form M= Ms^ (mod «). 
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20. (New Amended') A method for increasing the e fficiency o f communicating a cryptographic 
process messa ge crypto graphically processed with RSA pubHc key encryp tion, comprising the 
steps of: 

selecting a public k e y portion c; 
dev e loping k 

sending to- a recipient a cryp to graphic ally processed message formed by 

assiging a number M to represent the message in plaintext message form, and 
cryptographically transforming the assigned number M from the plaintext message form 
to a number C that represent s the me ssage in an encoded form, wherein the 
number C is a function of 
the assigned number M, 

a number n that is a com posite number equaling the product of at least three 
distinct random prime numbers, pvrP ^y * - > wher e k > 3, and ch e cking 
that e ach of the k w herein 0<M <h-l . and 
fe^ an exponent e that is a number relatively prime to a lowest common multiplier of 

^ the at lea st three distinct random prime numbers minus 1, 1, /?2 1, . . . 

■3* 

pi p\ i 1, is relatively prime to th e public key portion e\ 

m - 

#t computing a composit e number, n, as a product of th e k distinct random pnm e numbers; ond^ 

■sir. wherein the number n and exponent e having been obtained bv the sender are associated 

-Iff'* 

Ty with the recipient to which the message is intended; and 

receiving the cryptographi cally pro cessed message which is decipherable by the recipient based 
on 

the number n. 

another ex ponent J. and 

the number C, 

wherein the exponent (i is a function of the exponent e and the at least three distinct 
random prime numbers. 
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21 . (Amended) The method according to claim 20. 

e ncoding — a plaint e xt — m e ssag e — data M to — a cipheit e xt — message — data — fe wherein the 
crypto graphicall y transforming ste p includes using a relationship of the form C= M ^ 
(mod n), where 0<M <n 1, 

wh e r e by a computational s pe e d of th e cryptographic proc e ss is incr e ased. 

21. (New) The method according to claim 20, comprising th e fuither st e p of: 

e s tablishing a private k e y portion by a relationship to th e public k e y portion c in the form of 

d e coding the ciphertext me s sage data C to the plaintext m e ssag e data M wherein the exponent d 
is established based on the at least three distinct random prime numbers, pu ■ ■ ■ % 
using a relationship of the form d = (mod((/7j - 1) • {pj - 1) • • • {p^^ - 1))) > and 

Hillf wherein the cr yptoaraphicallv processed message is deciphered us in g a relationship of the form 
^ Jl^ C' (mod n). ' 

'!« 

22. (New ^Amended) A method for incr e asing th e efficiency o f communicating a cryptographic 
L, process message crvptographicallv p r ocessed with RSA pubUc key encryption , comprising the 
'■$1 steps of: 

||if s el e cting a public k e y portion c; 



||i d e v e loping k distinct random prim e numbers, p \Tp^ ^ > * > Pky where k > 3, and checking that each 
ef 

receiving from a sender a crvpto gra phicallv processed message, in the form of a number C 
which is decipherable by the k distinct random prim e numbers minus l,p 4.-47^ a 1, . . .p\ r 
1, is relativ e ly prim e to th e public key portion c; 
establishing a privat e k e y portion d by a relationship to th e public k e y portion c in the form of 
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comDUtin g recipient based on a composite niimb e m umber n, as a product of th e k distinct 
random prim e numb e rs; 

obtaining a ciph e rtext message data C; and an exponent d. and the number C: and 

decoding the ciphertext deciphering the crypto graphically processed message data C to a ^ 

wherein a number M represents a p laintex t form of the message data M . wherein the 
number C represents a cryptogranhically encoded form of the message and is a 
function of 
the number 

the number n that is a composite number equaling the product of at least three 
distinct random prime numbers, wherein 0<M <n-l. and 

an exponent e that is a number relatiyely prime to a lowest common multiplier of 
the at least three disti nct random prime numbers, 

wherein the number n and exponent e are associated with the reci pient to which 
01 the message is intended, and 

wherein the ex ponent d is a function of the exponent e and the at least three 
distinct random prime numbers. 

m 

23. f Amended'> The method according to claim 22, 

•p 

P= wherein the number C is formed using a relationship of the form C= (mod n) . 



g wherein the exponent d is established based on the at least three distinct random prime numbers. 

UuM2^ • ■ ■ P^>_ using a relationship of the form d = (mod((/?, - 1) • (/?2 - 1) " • {Pi, - 1))) a 

and wherein the number M is obtained using a relationship of the form C ^ (mod n}-,^ 

wh e reby a computational s p ee d of th e cryptographic proc e ss is incr e as e d. 



23. (N e w) Th e method according to claim 22, comprising the furth e r step of: 

encoding the plaintext m e ssag e data M to the ciph e rt e xt messag e data C, using a rolationohip of 

th e form C- (mod n), wh e re 0<M <n 1 . 
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24. fNewV Amended) The method according to claim ^21. 

wherein p and ^ are a pair of prime numbers the product of which equals «,-aHd 

wherein the deciphering the number C to derive the number M is divided into subtasks. one 

subtask for each of the k distinct random prime numbers. 
wherein the k distinct random prime numbers are each smaller than p and q, 
whereby for a given length of n it takes fewer computational cycles to find and check th e K 

distinct random prime numb e rs that it takes to find and ch e ck E erform the deciphering 

relative to the number of computational cycles for performing such deciphering if the pair 

of prime numbers p and q were used instead . 

25. (New VAmended) The method according to claim 22, 

wherein p and ^ are a pair of prime numbers the product of which equals «,-aftd 
i0 wherein the deciphering the number C to derive the number M is divided into subtasks. one 
subtask for each of the k distinct random prime numbers, 

■A 

% wherein the k distinct random prime numbers are each smaller than p and q, 

~% 

whereby for a given length of n it takes fewer computational cycles to find and check th e K. 
]gy distinct random prime numbers that it takes to find and chec k perform the deciphering relative to 
%h. the number of computational cycles for performing such deciphering if the pair of prime 
■■m numbers p and q were use d instead. 

26. (New VAmended) The method according to claim 34^20. 

wherein fe e^? and q are a pair of prime numbers the product of which equals and 
wherein developing the at least three distinct random prime numbers and computing steps can 
be /7 is performed , including for n that is more than 600 digits long-fiaste r, in less time than 
her e tofor e possibl e with onl y it takes to develop the pair of prime nimibers p and q and compute 
that « . 

27. (New) - Amended) The method according to claim 3^22^ 

wherein th ez? and a are a pair of prime numbers t he product of which equals and 
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wherein developing r the at least three distinct random prime numbers and computing 
encoding steps can b e zLls performe d, including for n that is more than 600 digits long-fester^Jn 
less time than h e r e tofor e possibl e with onl v it takes to develop the pair of prime numbers p and q 
and compute that n . 

28. (New ^Amended) The method according to claim 14, 

wherein p and 9 are a pair of prime numbers the product of which equals «,-and 

wherein the decipherine step is divided into sub-steps, one sub-step for each of the k distinct 

random prime numbers. 
wherein the k distinct random prime numbers are each smaller than p and 9, 
whereby for a given length of n it takes fewer computational cycles to find and ch e ck th e K 
distinct random prime numbers that it takes to find and ch e ck perform the deci phering step 

^ relative to the number of computational cvcles for performing such deciphering step if the pair of 

^ prime numbers p and a were used instead . 

^^ 

29. (New V Amended) The method according to claim ^14, 

wherein th ep and a are a pair of prime numbers the product of which equals n. and 
wherein developing the k distinct random prime numbers and computing steps can b ethe 
l|l composite number n are performe d, including for n that is more than 600 digits long-faster, in 
£| less time than heretofore possibl e with onl v it takes to develop the pair of prime numbers p and q 

^ and com pute that « . 

^= 

30. (New VAmended^l The method according to claim 16, 

wherein p and g are a pair of prime numbers the product of which equals n,-aBA 

wherein the decoding step is divided into sub-steps, one sub-step for each of the k distinct 

random prime numbers. 
wherein the k distinct random prime numbers are each smaller than p and q, 
whereby for a given length of n it takes fewer computational cycles to find and ch e ck th e K 
distinct random prime numbers that it tak e s to find and ch e ck perform the decoding ste p relative 
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to the number of computational cycles for performing such decoding step if the pair of prime 
numbers p and q were used instead . 



3 1 . (New VAmendedl The method according to claim ^0^-16, 

wherein thep and q are a pair of prime numbers t he product of which equals lu and 

wherein developing the k distinct random prime numbers and computing st e ps can b ethe 

composite n is performed , including for n that is more than 600 digits long-faste r, in less time 

than h e retofor e po ss ibl e with onl vi t takes to develop the pair of prime numbers p and q and 

compute that « . 



32. (New VAmended) The method according to claim 1 8, 
wherein p and ^ are a pair of prime numbers the product of which equals «,-Md 
wherein the encoding step is divided into sub-steps, one sub-step fo r each of the k distinct 
random prime numbers, 
^l;- wherein the k distmct random pnme numbers are each smaller than p and q, 
t^J; whereby for a given length of n it takes fewer computational cycles to find and check th e K 
distinct random prime numb e rs that it talc e s to find and ch e c k perform the encoding step relative 
tt^ to the number of computatio nal cycl es for performing such encoding step if the pair of prime 
nimibers p and q were used instead . 

s . 

p. 

ill 33. (New)- Amended) The method according to claim 3£^18> 

wherein tb ep and ^ are a pair of prime numbers the p roduct of which equals n. and 
wherein developing the k distinct random prime numbers and computing steps can be the 
composite number n is performe d, including for n that is more than 600 digits long-jaste r, in less 
time than h e r e tofor e possibl e with onl v it takes to develop the pair of prime numbers p and a and 
com pute that n . 



34. (Ne wAmended) The method according to claim 14, wherein a message crvptogra phicallv 
processed in accordance with by the m e thod is compatibl esender with two-prime RSA public key 
crypto graph v encrvption characterized bv n bei ng eq ual to a composite number computed as the 
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product of 2 prime numbers v and a. is decipherable with multi-prime (k>2^ RSA public key 
encryption characterized bv the composite number n being computed as the product of the k 
distinct random prim e numbers, p\ , p?, . . . Pk. 



35. (Ne wAmended) The method according to claim 44;2a wherein athe signed message word 
si gnal M^, formed from the digital message word signal M; being cryptographically processed in 
accordance at the fir st terminal with th e metliod multi-prime (k>2) RSA public key encryption 
which is compatible characterized bv the composite number n being computed as the product of 
the k distinct random prime numbers, p\. pk, is decipherable at the second terminal with 

two-prime RSA public key crypto graph v encrvption characterized bv n being equal to a 
composite number computed as the product of 2 prime numbers v and o . 

,,, , 36. (New Amended") The method according to claim 16, wherein a message cryptographically 

€| processed in accordance with by the method is compatibl e sender with two-prime RSA public key 

M i 

cryptograph y encryption characterized by n being equal to a composite number comp uted as the 
product of 2 prime numbers p and is decipherable by the decoding with multi-prime (k>2) 

l^i* RSA public key en cryption characterized bv the composite number n being comp uted as the 

^' product of the k distinct random prime numbers, pu pi, . . . py. 

j^i. 37. (Ne wAmended ) The method according to claim 18, wherein athe signed message^^^^^ 

'■^ formed from the plaintext message data M being cry ptograp hically processed m accordanc e at the 

^1 

81 sender with the — method multi -prime (k>2\ RSA pu blic key encry ption which is 
compatible characterized by the composite number n being computed as the product of the k 
distinct ra ndom prime numbers, p\, p?, . . . /?k, is deciphe rable by the decoding at the recipient 
with two-prime RSA public key cryptography encr yption characterized bv n being eq ual to a ^ 
composit e number c om puted as the product of 2 prime numbers p and q . ^ 

38. (Ne wAmended) The method according to claim 20, wherein a message 
datacrypto graphically processed in accordance with by the method i s compatibl e sender with two- 
prime RSA public key cryptography encryption characterized bv n being equal to a comp osite 
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number computed as the product of 2 prime numbers p and q. is decipherable at the recipient 
with multi-prime RSA pubHc kev encryption characterized bv the composite number n being 
computed as the product of the at least three distinct random prime numbers . 

39. (Ne wAmended) The method according to claim 22, wherein a message 
dat acrypto graphicallv processed in accordanc e with b^ the m e thod is compatible sender with two- 
prime RSA public key crypto graphv encr yption characterized by n being equal to a composite 
number computed as the product of 2 prime numbers v and a, is decipherable at the recipient 
with multi-prime RSA public kev encryption characterized by the composite number n being 
computed as the product of the at least three distinct random prime numbers . 

40. fNe wAmendedl A cryptography method for local storage of data by a private key owner, 
comprising the steps of: 

selecting a public key portion e; 
% developing k distinct random prime nimibers, /?2, . • . Pk, where k >3y and checking that each 
# of the k distinct random prime numbers minus 1, /?rl, /?2-l, . . . Pk-l, is relatively prime 

to the public key portion 

establishing a private key portion c/ by a relationship to the public key portion e in the form of 



t*;^ computing a composite number, w, as a product of the k distinct random prime numbers that are 



form C^M^ (mod n), where 0<M </?-jr 7l. whereby the ciphertext data C is decipherable 
only by the private kev owner having available to it the factors of ^z. 

41. (New) The cryptography method in accordance with claim 40, further comprising the 
step of: 

decoding the ciphertext data C from the local storage to the plaintext data M using a relationship 
of the form M= (mod n). 

Reissue 09/694.416 21 Document #267082 



d ^ (modiip, - 1) . (j,, - 1) . . . (p^ - 1))) ; 




factors of ai, where only the private key owner knows the factors of n; md 
encoding plaintext data M to ciphertext data C for the local storage, using a relationship of the 



SV/202975.01 
01052001/16:57/20206,1 1 



Collins et al 



ttom e y Dock e t No,: 20206 125 
OLD VER. 

42. (Ne wAmended ) A cryptographic communications system, comprising: 
a plurality of stations; 

a communications mediimi; and 

a host system adapted to conduct e ncrypted communication s communicate with the plurality of 
stations via the communications mediu m sending a receiving messages crypto graphically 
processed with an RSA public key encrvption . the host system including 

at least one cryptosystem responsive to encryption and/or decryption requ e st s from th e 
host syst e m, th e cryptosyGtem b e ing configured for 
. developing k distinct random prime numbers, /?2, . . . A» where k>3, 
checking that each of the k distinct random prime numbers minus l,pi-l,/?2-l ? . . . 
j9k-l , is relatively prime to a public key portion e that is associated with the 
host system, 

computing a composite number, «, as a product of the k distinct random prime 
numbers, 

■|^- 

k. establishing a p rivate key portion 6? by a r elationship to the public key portion e 

$ in the form of d = f mod(( v^-W-iv^-W-iv^- , 

in response to an encoding request from the host system, encoding a plaintext 
message data M producing therefrom a ciphertext message data C to be 
communicated via the host system, the encoding using a relationship of 
the form C = (mod «), where 0<M <n-\ , 
g| establishing a privat e k e y portion ^ by a r e lationship to th e public k e y portion c 

in th e form of ; and 

in response to a decoding request from the host system, decoding a ciphertext 
message data C communicated via the host producing therefrom a 
plaintext message data M using a relationship of the form AT = C ^ (mod 
/j) , wh e r e C and M can b e r e sp e ctiv e ly C and M , 

43. (Ne wAmended) A system for proc e ssing — a — mes s ag e — used — in — cryptographic 
communications of a m essage cyptographicallv processed with RSA public key encryption , 
comprising: 

a bus; and 
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a cryptosystem op e rativ e l v communicativelv coupled to and receiving from the bus 
encrvDtion encoding and d e crvptio n decoding requests, the cryptosystem being 
capable configured effor 
providing a public key portion e, 

developing k distinct random prime numbers, pupi, . . . /7k, where k>3, 

checking that each of the A: distinct random prime numbers minus l,/?i-l,/?2-l, . . .pk-l» 

is relatively prime to the public key portion e, 
computing a composite number, w, as a product of the k distinct random prime numbers, 

encoding a plaintext form of a first m e ssage M to produc e a ciphertext forni of the first 

message C using a relationship of th e form C= (mod n), wher e 0<M <n 1, 
establishing a private key portion J by a relationship to the public key portion e in the 

form ofd^ e-\mod((p, -l)'ip, -1))), 

in response to an encoding request from the bus, encoding a plaintext form of a first 

S' message M to produce C, a ci phertext form of the first message, using a 

m 

4f relationship of the form (mod n). where 0<M<n-\. and 

^ - in response to an decodin g req uest from th e host system, de coding C\ a ciphertext form 

fjj * of a second message^^ to produce th eM\ a plaintext form of the second message 

M^. using a relationship of the form M'^ C ^ (mod «), the first and second 
messages ean-b ebeing distinct or one and the same. 



m 

^1 44. (N e w) The system of claim 42, wherein the at least one cryptosystem includes 

a plurality of exponentiators configured to operate in parallel in developing respective 
subtask values corresponding to the message. 



45. (New Amended) The system of claim 42, wherein the at least one cryptosystem includes 
a processor, 
a data-address bus, 

a memor y operativ e ly coupled to the processor via the data-address bus, 

a data encryption standard (DES) unit operatively coupled the memory and the processor 

via the data-address bus, 
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a plurality of exponentiator elements op e rativ e ly coupled to the processor via the DES 
unit, the plurality of exponentiator elements being configured to operate in 
parallel in developing respective subtask values corresponding to the message. 

46. fNe wAmended) The system of claim 45, wherein the memory and each of the plurality of 
exponentiator elements has its own DES unit that encrypts crvpto gra phically processes message 
data received/returned from/to the processor. 

47. fNe wAmended) The system of claim 45, wherein the memory is partitioned into address 
spaces addressable by the processor^ including secure, insecure and exponentiator elements 
address spaces, and wherein the DES unit that is coupled to th e proce s sor is configured to 
recognize the secure and exponentiator elements address spaces and to automatically 

|»l enef ^encode message data therefrom before it is provided to the exponentiator elements, the 
^:|^ DES unit being bypassed when the processor is accessing the insecure memory address spaces, 
^ the DES unit being further configured to d e crypt decode encrvpt e d encoded message data 
% received from the memory before it is provided to the processor. 

III 

48. (New) The system of claim 45, wherein the at least one cryptosystem meets FIPS 
(Federal Liformation Processing Standard) 140-1 level 3. 

49. (New) The system of claim 45, wherein the processor maintains in the memory the 
^ public key portion e and the composite number n with its factors p\,p2, - - - Pk- 



50. (New Amended) A system for proc e ssing — a — m e ssage — used — m — cryptographic 
communications of a message crvpto graphically processed with RSA public kev encrvption , 
comprising: 
a bus; and 

a cryptosystem receiving fi'om the system via the bus encrvption encoding and 
decrvption decoding requests, the cryptosystem including 
a plurality of exponentiator elements configured to develop subtask values,. 
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a memory, and 
a processor configured for 

receiving the e ncryption encoding and d e cryption decoding requests, each 
encoding request providing a plaintext message M to be 
encoded , each encryption r e quest can additionally provide 
obtaining a public key that includes an exponent e and a modulus a 
representation of athe modulus n existing in the memory in the form of its 
k distinct random prime number factors /?2, . . . A» where k > 3, or th e 
proc e ssor can obtain th e public k e y froin th e m e mory, 
constructing subtasks , one subtask for each of the k factors, to be executed by the 
exponentiator elements for producing respective ones of the subtask 
values, Ci, C2, . . . Ck, and 
forming a ciphertext message C from the subtask values Ci, C2, . . . CkT^ 
^ wherein the ciphertext message C is decipherable using a private kev that includes 

the modulus n and an exponent d whic h is a function of g. 

^^^^ 

'-1st: 

j^, 51. (Ne wAmended) The system of claim 50 wherein each one of the subtasks Ci, C2, . . . Ck is 



developed using a relationship of the form C, =M/'(mod/7-), where M. =M(mod/7.), and 
= e{mod p. - 1) , and where i=l , 2, , . , A:. 



t$ 52. (Ne wAmended) A system for proc e ssing — a — m e ssag e — used — in — cryptographic 

i 

commtmications of a message cryptographically processed with RSA pubhc kev encryption . 

comprising: 

a bus; and 

a cryptosystem receiving from the system via the bus encrvptio n encoding and 
decrvptio n decoding requests, the cryptosystem including 
a plurality of exponentiator elements configured to develop subtask values, 
a memory, and 
a processor configured for 
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receiving the e ncrvption encoding and d e crvption decoding requests, each 
e ncrvption encodin g /d e crvDtio n decoding request providin g provided with a 
plaintext/ciphertext message M/C to be 

encrypt e d encoded / decrvpted decoded and can additionally provid e with or 
without a pubUc/private key that includes an exponent e/d and a modulus n 
^representation of a modulu s « which exists in the memory in the form of 
its k distinct random prime number factors pupi^ > ^ ^ p\y where k > 3,-eF 
th e proc e ssor can obtain 
obtaining the public/private key fro m th e m e mory, the memory if the 

encoding/decoding reouest is provided without the public/private key, 
constructing subtasks to be executed by the exponentiator elements for producing 

respective ones of the subtask values, MuMi, . - . M\^JCu C2, . . . Ck, and 
forming the ciphertext/plaintext message CIM from the subtask values Cy, C?, . . . 



^ 53. (New Amended ) The' system of claim 52 wherein when produced each one of the subtasks 
|i, Ci, C2, . . . Ck is developed using a relationship of the form = Af/' (mod/?,), where 
C- = C(mod /?.) , and = e(mod - 1) , and where i=l, 2, , . . A:. 

54. (Ne wAmended ) The system of claim 52 wherein when produced each one of the subtasks 
0Mi, M2, . . . Mk is developed using a relationship of the formM. = C/'(mod/?.), where 

M. = M(mod P-) , and J- = ^/(mod p. - 1) ^ and where i=l, 2, ... k, 

55. (N e w) The system of claim 54, wherein the private key exponent d relates to the public 

key exponent e via = (mod((/7, - 1) • (pj - 1) • • * {Pk - 1))) • 



56. (Ne wAmended) A system for proc e s s ing — a — mes s ag e — ttsed — m — cryptographic 
communications of a message crvptographicallv processed with RSA public key encryption , 
comprising: 
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means for selecting a public key portion e\ 

means for developing k distinct random prime numbers, /72, . . . /?kj where k > 3, and for 
checking that each of the k distinct random prime numbers minus 1, /?2-l, - . . A"!? 
is relatively prime to the public key portion e; 

means for establishing a private key portion by a relationship to the public key portion e in the 

form of ^ ^ e-' (mod((/>, - 1) • (/?2 - 1) • • • (Pk " 1))) ; 
means for computing a composite nimiber, w, as a product of the k distinct random prime 
numbers; 

means for obtainin g recei ving a ciphertext message data C; and 

means for decoding the ciphertext message data C to a plaintext message data M using a 
relationship of the form M= (mod n). 

IS 57. (New) The system according to claim 56, further comprising: 

• means for encodmg the plaintext message data M to the ciphertext message data C, usmg a 
'"^^ relationship of the form C= (mod n), where 0<M <n-\, 

^ 58. fiste w (Amended) A system for processing — a — message — used — in: — cryptographic 
communications of a message crvptog ra phicallv processed with RSA public kev encryption. 
^ comprising: 

'h^ means for selectmg a public key portion e\ 

means for developing k distinct random prime numbers, /?2, . . . A? where k > 3, and for 

checking that each of the k distinct random prime numbers minus 1, /?2-l, . . . pvr^^ 

is relatively prime to the public key portion e\ 
means for establishing a private key portion J by a relationship to the public key portion e of the 

form d ^ (mod((p, - 1) . (jr,^ - 1) . . . {p^ - 1))) ; 

means for computing a composite number, «, as a product of the k distinct random prime 
numbers: and 
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means for encoding a plaintext message data M with the private key portion d to produce a 
signed message Ms using a relationship of the form Ms= (mod «), where 0<M <n-^l^ 
the signed messaee M^being decipherable using the public kev portion e. 

59. (New Am ended) The system of claim 58 further comprising the step of: 

means for decoding the signed message Ms with the eB¥ate pubUc key portion e to produce the 
plaintext message data Musing a relationship of the form M= Ms (mod «). 

60. (NewAmended) The system of claim 57, wherein the system can conduct encrypted 
communications with other pubHc k e v crvpto graph v communicate the crypto graphically 
processed message to another system that e ncrvpt encodes /d e crvpt decodes dat a with RSA public 
key encryption using a modulus value equal to n independent of the k distinct prime numbers. 



^61. Ofew^ Amended) The system of claim 59, wherein the system can conduct e ncrypt e d 
#1 communications communicate the cryptogranhicallv processed message to another system that 
encodes/decodes data with othe r RSA public key cryptography systems that encrypt/decrypt 
dataencry ption using a modulus value equal to n independent of the k distinct prime numbers. 

a ' 

m 

m 



Reissue 09/694.416 J2S Document #267082 



SV/202975.Q1 
0 4 052001/16:57/20206.11 

Collins et al. 

SV/266556.01 
0 8 202002/17:14/20206.125 



L 



Document comparison done by DeltaView on Monday, August 26, 2002 08:45: 





Document 1 


pcdocs://siliconvalley/266556/1 


Document 2 


pcdocs://siliconvalley/266555/1 


Rendering set 


Standard 



Legend:- 'J / 




Insertion 


Deletion 


Moved from 


Moved to 


Format change 


Moved deletion 


Inserted cell 


"i ?* ' Z '. i I'A "• - , ' ^ 
- ■ - A/& - ^' 


Deleted cell 




Moved cell 




Split/Merged cell 




Padding cell 






statistics: 






Count 


Insertions 


407 


Deletions 


326 


Moved from 


4 


Moved to 


4 


Format changed 


0 


Total changes 


741 



